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Project Title: [Insert Project Title and Acronym]

I, the undersigned, hereby acknowledge and agree to the following terms and conditions related to my proposed research project:
a) I declare that throughout the course of the research project, as per my employment contract, I will treat data obtained during the project in a confidential, fair and lawful manner.
b) I declare that I shall disclose and share confidential data obtained during the project on a ‘need to know’ basis only. Other than that, I shall not disclose or share any confidential data obtained during the project without prior authorisation from my project’s Principal Investigator and Director (or delegate), as per my employment contract. 
c) I declare that I will abide by the rules and regulations set forth by the General Data Protection Regulation (GDPR) and will take all necessary actions to ensure compliance with this law throughout the research project.
d) I understand that my personal data, including but not limited to contact information and employment-related information (such as salary details and conditions of work), will be processed and shared to comply with legal and contractual obligations relating to proposal submission, technical and financial reporting, project management, auditing and any oversight as required by the Funding Authority and associated bodies/entities within the EEA.
e) I understand that my personal data will be shared on a need-to-know basis with the project research team, Senior Research Officers and their Management, post-award project team and their Management, and the Funding Authority for the sole purposes of the research project. 
f) I understand that this information will be treated with the highest level of confidentiality and used strictly for the afore mentioned purposes and will be retained for the duration of the project and any legally required retention period thereafter, after which it will be securely deleted or anonymised.
g) I am aware that, under the GDPR, I have the right to request access to, rectification or restriction of processing of my personal data, subject to applicable conditions. Any questions or requests regarding the use of my personal data can be directed to the MCAST DPO.

By signing this form, I confirm that I have read and understood the terms and conditions outlined above, and I acknowledge that the processing of my personal data as described, is necessary for my participation in the research project.

______________________			______________________		___________	
Employee’s Full Name & Surname         	Employee’s Signature		Date
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