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Course Description 

This course is intended for students who would like to pursue a career in the ever 

changing world of computer systems and networks. In this course, students will be 

exposed to enterprise network technologies, data centre operations, service provider 

networks, information security, virtualisation and cloud computing technologies. Due 

importance will also be given to emerging technologies which students will find being 

implemented when they start working in industry. A hands on approach is adopted 

throughout this course. 

 

Programme Learning Outcomes 

At the end of the programme the learner will be able to:   

1. Understand key technologies and protocols used in enterprise systems and 

networks; 

2. Design enterprise computer systems and networks according to a given 

specification; 

3. Implement enterprise computer systems and networks according to a given 

specification; 

4. Evaluate current and emerging network technologies. 

 

Entry Requirements 

MCAST Advanced Diploma in IT 
(recommended streams: “Computer Systems and Networks” and “End User Support”) 
or 
MCAST Advanced Diploma in Electronics (Computer Engineering) 
or 
2 A-Level passes and 2 I-Level passes 
Compulsory A-Level: Computing. 
Compulsory A-Level or I-Level: one subject from Pure Mathematics, Applied 
Mathematics and Physics 
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Current Approved Programme Structure 

Unit Code Unit Title ECTS Year 
ITDBS-506-1801 Database Administration  6 1 

ITNET-506-1602 Networking Concepts 6 1 

ITSYS-506-1604 Computer Platforms 6 1 

ITNET-506-2006 Linux Fundamentals 6 1 

ITSTY-506-1601 Security Fundamentals 6 1 

ITSYS-512-2006 Server Administration 12 1 

ITNET-506-2007 LAN Switching 6 1 

ITNET-506-2008 Digital Forensics 6 1 

CDKSK-503-1907 English I 3 1 

CDKSK-503-1908 English II 3 1 

ITNET-506-1804 Scripting for Networking 6 2 

ITNET-506-2005 Virtualisation 6 2 

ITNET-506-1607 Maths for Computer Networking 6 2 

ITNET-506-1806 Network Security 6 2 

ITNET-506-1807 Advanced Routing 1 6 2 

ITNET-506-1809 Advanced Routing 2 6 2 

ITNET-506-2009 Linux Server Administration 6 2 

ITRSH-506-2101 Research Design 1 6 2 

CDKSK-604-1909 Entrepreneurship 4 2 

CDKSK-602-2105 Community Social Responsibility 2 2 

CDWBL-506-1901 Work Based Learning I 6 2 

ITNET-606-2010 Wireless Networks 6 3 

ITNET-606-1610 Multimedia Networks 6 3 

ITNET-606-1611 Software Defined Networks 6 3 

ITDVP-606-2101 Devops 6 3 

ITNET-606-1613 Wide Area Networks II 6 3 

ITNET-606-1614 Cloud Infrastructure 6 3 

ITRSH-606-2102 Research Design 2 6 3 

CDWBL-506-1902 Work Based Learning II 6 3 

ITDIS-612-1601 Dissertation 12 3 

Elective Units* 

ITNET-506-2101 Advanced Scripting Technologies* 6 2 

ITSFT-606-1620 Programming for the Cloud* 6 3 

Total ECTS 180 / 
*These units are to be used to replace the Work Based Learning I and Work Based 

Learning II units in exceptional circumstances. 



IT6-A1-21 Course Specification 

3 | P a g e  

 

ITDBS-506-1801 Database Administration 
 
Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
A database is a collection of information stored in a structured way for convenient 
access by applications or data-processing systems. Databases play a key role in most 
organizations today. In fact, every organization, in some way shape or form, uses a 
database. Companies within the retail sector, the medical sector and the Government 
sector are all popular users of large-scale databases. Because databases often hold 
business critical data belonging to the organization, its employees or customers, they 
can grow into complex, mission critical systems. For them to perform well on a 
consistent basis they must be managed and maintained properly using a database 
management system (DBMS). 
 
The role of a database administrator - the person responsible for the performance, 
integrity and security of the database and its related infrastructure – becomes a critical 
piece of the puzzle. The database administrator, or DBA, supports the wider areas of 
the business by managing and maintaining the database system, handling capacity 
planning, disaster recovery planning and ensuring availability and reliability. The DBA 
can also be responsible for the retrieval of data from the database using the Structured 
Query Language (SQL). 
 
Individuals studying this unit will learn the skills required to implement, manage and 
support a variety of database management systems (DBMS). This unit is built on the 
notion that, while databases are essentially practical things, their successful creation 
and implementation depends on understanding the important theoretical concepts that 
define them. 
 
Learners will build and draw upon technical, analytical, and problem-solving skills in 
all areas of database administration. Through theory and practice, students will learn 
about the fundamental concepts, tools and techniques required to perform the role of 
a database administrator. 
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Learning Outcomes  
 
On completion of this unit the learner will be able to: 
 

1.  Plan and install a DBMS solution  
2.  Manage DBMS security and permissions  
3.  Retrieve data efficiently from a relation database  
4.  Ensure data consistency and availability 
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ITNET-506-1602 Networking Concepts 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
Computer networks are vital in different areas of our lives. This aim of this unit is to 
reinforce the basic concepts that enable data communication over computer networks. 
Students will be introduced to the theoretical foundations of data transmission along 
with an in-depth coverage and application of the OSI & TCP/IP models. 
 
Practical exercises will be presented to provide a practical perspective to the theory 
presented. A number of core networking protocols will be discussed and analysed using 
a protocol analyser. Students will also be introduced to copper and fibre structured 
cabling design, installation, testing and certification. Emerging technologies such as 
IPv6 are also an essential part of this unit. 
 
The unit shall assist the learner in preparing himself/herself for professional/vendor 
certifications. 

 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 

1. Show understanding of the basic concepts behind data transmission 
technology.  

2. Understand and apply networking models and protocols.  
3. Show understanding of the operation of various network components.  
4. Design, configure, test and troubleshoot a network.  
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ITSYS-506-1604 Computer Platforms 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
This course introduces the foundations of data representations, combinational logic 
design using HDL and computer systems.  
 
This module provides an understanding of computer number representations and basic 
arithmetic algorithms. These are further developed to cover the design of arithmetic 
unit and combination logic design using a HDL. Computer architecture together with 
memory management and I/O systems are also covered within this module. 
 

Learning Outcomes  

On completion of this unit the learner will be able to: 
  
1. Manipulate and explain the use of number and logic systems in a computer  

2. Design a combinational logic circuit  

3. Simulate a combinational logic circuit  

4. Understand and design the basic computer architecture  

 
 

 

 

 

 

 

 

  



IT6-A1-21 Course Specification 

7 | P a g e  

 

ITNET-506-2006 Linux Fundamentals 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
This unit introduces students to the Linux environment. It has been designed for 
students that have little or no knowledge of Linux and is based on the LPIC-1 
certification.  
 
The Linux operating system has been on the market from the early 90’s and finds its 
roots in the Unix operating system created in the 70’s. Its stability, power and security 
features make it one of the most popular operating systems used today. Linux is the 
main OS used today for web servers and embedded systems such as mobile phones and 
IoT devices, making the unit relevant to today’s technological scenario. The unit serves 
as a basis to acquire the skills required for future units in the programme which are 
based on the Linux environment.  
 
The learner will be introduced to the basics of using the Linux shell and will then move 
on to more advanced skills such as managing groups and users, processes, file and 
package management. The unit will also challenge the student to explore the use of 
basic scripting techniques to automate repetitive administrative tasks.  
 
The new concepts are introduced to the students through a hands-on practical approach 
with a number several scenarios related to industry.  
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Understand the structure of a Linux file system 
2. Use the command line to process text streams 
3. Perform system administration tasks using shell commands 
4. Implement basic shell scripts 
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ITSTY-506-1601 Security Fundamentals 

 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
This unit is designed to introduce candidates to the issues involved in designing and 
constructing secure computer networks. An organisation must consider security to 
protect its network from damage and information theft. 
 
Security is an essential part of an IT system. As security attacks become more 
sophisticated, the level of skill required to perform the simplest of attacks is 
decreasing. Several tools which enable users with basic security skills to launch attacks 
are become widely available. 
 
This course will focus on network security concerns related to hardware, software, 
network and physical access. Industry standard best practises will also be explored. 
Knowledge of threats and attacks is important in order to appreciate the potential 
consequences to an organization and implement defence mechanisms 

 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 
 

1. Demonstrate network security, compliance and operational security 

2. Identify and describe threats and vulnerabilities 

3. Implement basic application, data and host security 

4. Identify suitable methods of cryptography 
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ITSYS-512-2006 Server Administration 
 

Unit level (MQF):  5 

 
 

Credits: 12 
__________________________________________________________________ 
 

Unit Description 
 
 
According to Info Tech Research Group, the job of server administrator is to, “Install, 
administer, and optimize company servers and related components to achieve high 
performance of the various business applications supported by tuning the servers as 
necessary. This includes ensuring the availability of client/server applications, configuring 
all new implementations, and developing processes and procedures for ongoing 
management of the server environment. Where applicable, the Server Administrator will 
assist in overseeing the physical security, integrity, and safety of the data centre/server 
farm.  
 
The purpose of this unit is to address the skillset required by providing learners with the 
basic knowledge and understanding of the server operating systems and the services and 
features offered by them, and to enable learners to acquire the practical skills required to 
configure and maintain these devices.  
 
The unit delivers the knowledge and skills required to deploy, configure and maintain a 
contemporary server oprating system. In addition to studying the theoretical aspects of 
network server operating systems such as designing a network directory infrastructure, the 
unit involves a significant element of hands-on lab-oriented activities using industry 
standard software.  
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Plan and implement infrastructure services 
2. Plan and deploy application services 
3. Plan and implement server and network security 
4. Manage and monitor services 
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ITNET-506-2007 LAN Switching 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
The purpose of this unit is to provide learners with the basic knowledge and 
understanding of the switching technologies underlying contemporary LAN network 
infrastructures and to enable them to acquire practical skills in the configuration and 
maintenance of these devices. 
 
Computer Networking technologies have grown in complexity to meet the need of 
modern Business solutions. This unit presents learners with the business drivers for and 
the underlying technologies to support integrated voice and data capabilities in a secure 
network environment. 
 
In addition to studying the theoretical aspects of protocols, the unit involves a 
significant element of hands-on lab-oriented activities and simulation package 
exercises using industry standard equipment. 
 
The course can be delivered through a ‘blended learning approach’ where tutor led 
teaching is combined with media rich online learning resources. 
 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 
 
1. Describe Ethernet technology and Switching concepts  

2. Show proficiency in switch configuration and troubleshooting  

3. Understand concepts of and implement VLANs  

4. Understand switching technologies providing redundancy and availability  

 
 

 

 



IT6-A1-21 Course Specification 

11 | P a g e  

 

ITNET-506-2008 Digital Forensics 

 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
Digital forensics involves the investigation of computer-related crimes with the goal of 
obtaining evidence to be presented in a court of law. With the proliferation of computers 
in our everyday lives, the need to include computer contents or traces as part of formal 
evidence has become inevitable. Digital devices are everywhere and, in many forms, 
starting with the traditional desktop computers, handheld communication devices and even 
storage devices. Devices such as memory cards, digital wearables, drones and video gaming 
consoles, are among a myriad of devices that can accept input, provide output, and also 
store data. It is this data or the usage of these devices that is at the centre of digital 
forensics.  
 
Marcella A and Menendez D (2008), present a working definition of computer forensics as 
“the science of locating, extracting, and analysing types of data from different devices, 
which specialists then interpret to server as legal evidence”. They further state that 
computer forensics can also be defined as ―the discipline that combines elements of law 
and computer science to collect and analyse data from computer systems, networks, 
wireless communications, and storage devices in a way that is admissible as evidence in a 
court of law.  
 
Computer forensics aim to attain as much information from electronic devices or media by 
utilizing sound forensic techniques that may be admissible in court. This includes concise 
and sound forensic techniques including a clear chain of custody and documentation. There 
are two different areas that must be considered when collecting digital forensic evidence. 
The first is the process of collecting the evidence without altering its contents and ensuring 
it is admissible in court. The second area is the actual use of law enforcement grade sound 
forensic practices that results in the collection being admissible in court. It is not the intent 
of this unit to address the latter. This unit’s scope is to provide a concise coverage of the 
process of collecting forensic evidence from different sources such as but not limited to: 
computers, mobiles, networks and external storage devices and also review different 
methods, tools, and challenges during forensic analysis and collection.  
 
Using both a theoretical and practical approach, in this course, the learner will:  

 learn the principles and techniques for digital forensics investigation and the 
spectrum of available computer forensics tools.  

 

 Learn about core forensics procedures to ensure court admissibility of evidence, as 
well as the legal and ethical implications.  
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 how to perform a forensic investigation on both Unix/Linux and Windows systems 
with different file systems.  

 learn how to conduct forensic procedures  

 review and analyse forensics reports.  
 

 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Apply fundamental computer forensic concepts and procedures. 
2. Apply digital forensic tools to discover, collect, preserve and analyse Windows 

Linux/Unix digital evidence, a network and handheld devices. 
3. Recover hidden data for forensic analysis from Windows and Linux/Unix file 

systems. 
4. Use steganography tools to detect and possibly recover hidden information. 
5. Document and report effectively digital evidence findings to a court of law in 

such a way that it is also understandable to both expert and lay audiences. 
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ITNET-506-1804 Scripting for Networking 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
This unit introduces students to the concepts of scripting in relation to networking. It 
has been designed for students that have a basic knowledge of scripting but require 
further training and insight in applying this knowledge to the field of networking. 
 
In the past few years the field of networking has evolved and new technologies such as 
SDN’s, cloud services and containers have emerged creating a demand on the market 
for persons with networking knowledge that are able to design and automate tasks in 
this field. Jobs such as DevOps Engineers, Network Stack Engineers and Cloud Platform 
Engineers require persons with a thorough knowledge of networking and the skill to 
apply this knowledge in order to automate tasks through scripting. 
 
The learner will first be introduced to the basic concepts of program design in order to 
be able to create algorithms for solving common networking problems. The unit will 
then delve into the programming structures of a scripting language that is commonly 
used for networking such as Python. The basic structures of sequence, selection and 
repetition together with more advanced techniques such as arrays, files, modules and 
socket programming will be covered. Students will also have the opportunity to use a 
scripting language for designing network protocols, interacting with network services 
and managing devices. 
 
Concepts are introduced to the students through a hands-on practical approach with 
several example scenarios related to industry. 
The unit will provide students with scripting skills that can be used in other networking 
modules and for dissertation and research purposes 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Design a program algorithm. 
2. Implement basic algorithms through a scripting language. 
3. Demonstrate the use of advanced scripting language programming structures. 

4. Use a scripting language to solve networking problems. 
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ITNET-506-2005 Virtualisation 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
In a world where organisations strive to make better use of their resources, 
virtualization technologies have found their place within all corporate environments. 
Through virtualization technologies, one can eliminate the one to one mapping between 
an OS instance and a physical machine.  
 
Throughout this unit, learners are introduced to the building blocks of virtualization 
technologies. The importance of high-availability is also stressed.  
 
The specification of this unit is vendor neutral. Practical exercises can be carried out 
using products from any of the leading virtualization platform providers.  
 
The assessment process focuses significantly on being able to apply the content covered 
in class to a practical business scenario with specific requirements and constraints. 
 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Understand core virtualization concepts 
2. Deploy highly available virtual machines 
3. Design, implement and troubleshoot virtual networks 
4. Design, implement and troubleshoot shared storage 
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ITNET-506-1607 Maths for Computer Networking 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
This unit provides a framework for students to develop their mathematical skills in 
solving problems related to Computer Networks. Students will develop in-depth 
knowledge of terms that are frequently used and this will equip them with the right 
mathematical knowledge and skills needed for success on the job. 
 
The unit focuses on the successful achievement of engineering-based core competences 
and key skills such as understanding the mathematical relation in signal degradation 
and regeneration, polynomial applications to error detection and correction, applying 
Shannon’s Law amongst others. Students will evaluate and apply different 
techniques/laws to various real life scenarios and provide the most cost effective 
solution to the given problem. Moreover students will be able to present results using 
appropriate tools and finally communicate the conclusions effectively. 
 
On successful completion of the unit students will be able to evaluate, reflect and re-
examine their computer network design following a mathematical thinking process. This 
will help them to further their future studies and potentially improve their work 
employability prospects. 
 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 
1. Apply algebraic concepts to engineering equations.  
2. Understand core mathematical skills for network engineers.  
3. Understand signal processing applications.  
4. Apply statistical techniques to analyse data. 
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ITNET-506-1806 Network Security 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
It has become exceedingly clear over the recent years that networks that are connected 
to the Internet are constantly at risk of attack. Many are familiar with multiple cases 
of cyberattacks which have led to severe consequences for businesses and 
organisations. This course aims to equip the student to face the challenge of securing 
a network effectively. 
 
The task at hand depends on how well an individual understands the perils that exist. 
It is also necessary to have a solid understanding of the tools that are to be used. 
The course includes a brief reference to the risk assessment process. It covers the role 
of cryptography in providing the essential security services, its application in message 
authentication and user authentication protocols and the establishment of secure 
channels, such as TLS, SSH and IPSec. It also comprises aspects of network security 
provided by VPNs, firewalls, intrusion detection (and prevention) systems and 
honeypots. 
 
The course explores the multiple form of attacks that threaten the confidentiality, 
integrity and availability of systems and data. It also provides students with the skills 
required to assess vulnerabilities that put an organisation’s networks and subsequently 
its data at risk. Students will carry out security assessment tasks, using tools such as 
nmap and metasploit. 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Identify the ways in which cryptography is applied in network security. 
2. Apply knowledge of secure communication channels and other network security 

technologies. 
3. Identify the threat landscape and related security assessment methods. 
4. Implement tasks related to the security assessment process. 
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ITNET-506-1807 Advanced Routing 1 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
 The purpose of this unit is to provide learners with basic knowledge and understanding of 
routing technologies underlying contemporary network infrastructures and to enable them 
to acquire practical skills in the configuration and maintenance of these devices.  
 
Most of the unit deliverables are in-line with Cisco Certified Network Associate (CCNA) 
Routing and Switching certification, whilst constantly being updated in accordance to 
advancements of modern technologies.  
 
In addition to studying the theoretical aspects of contemporary routing protocols such as 
EIGRP and OSPF, the unit involves a significant element of hands-on lab-oriented activities 
with simulation package exercises supported by industry standard equipment.  
Topics such as NAT/PAT are also coupled together with VLSM in order to conserve IP 
addresses. The requirement to restrict network access to resources is also achieved through 
ACLs, which are explained and demonstrated via hands-on experience to simulate real life 
setups. 

 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Understand the basic fundamentals of routing. 
2. Implement and configure EIGRP. 
3. Implement and configure OSPF. 
4. Apply security best practices by implementing and configuring Access Control 

Lists. 
5. Implement and configure NAT/PAT and DHCP. 
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ITNET-506-1809 Advanced Routing 2 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
The purpose of this unit is to provide further insight about complex implementations of 
routing techniques, relying heavily on skills and competencies which should have been 
attained on completion of the previous unit, “Advanced Routing Part I”. 
 
Most of the learning content has been developed in accordance to a number of 
deliverables as outlined in the Cisco Certified Network Professional Routing module 
CCNP 300-101. This is the latest version so far, featuring the most advanced routing 
techniques and configurations which are currently implemented in the IT industry. 
 
The topics which are comprised in this unit mainly include in-depth knowledge and 
implementation of multi-area OSPF with all it’s strengths and features to provide 
optimal routing decisions in large enterprise networks, total control over routing 
updates which are sent and received as a result of network advertisements by dynamic 
routing protocols, application of various techniques used to prevent suboptimal routing, 
ability to forward traffic to destination networks depending from where traffic is being 
originated, and last but not least the application of one of the most popular tunnelling 
protocols “GRE” typically used to logically connect endpoints that reside in different 
autonomous systems, which finally leads to where BGP plays its role. 
 
All mentioned deliverables shall be fulfilled by making use of a number of virtualisation 
technologies which closely resemble real-life setups. 
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Learning Outcomes  
 
On completion of this unit the learner will be able to: 
 

1. Implement and configure multi-area OSPF at an advanced level. 
2. Implement and configure routing manipulation techniques. 
3. Apply source-based routing for path control. 
4. Implement and configure BGP and GRE Tunnelling solutions. 
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ITNET-506-2009 Linux Server Administration 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
The purpose of this unit is to cover the skills required to perform system administration 
tasks on a Linux Server. The unit assumes that learners are already familiar with basic Linux 
Server administration tasks such as creating files and folders, manipulating and editing 
files, changing file permissions, creating users and groups and managing processes using a 
Linux shell such as sh or bash.  
 
This unit covers the deployment, configuration, and management of the most widely used 
services that a learner will encounter in a Linux Server environment. The unit is based on 
the exam objectives set by the Linux Professional Institute for the certifications of LPIC-1 
and LPIC-2. It is up to the lecturer to decide which Linux Server distribution to use to cover 
the learning outcomes of this unit. Typical Linux distributions used in industry include 
Ubuntu Server, Red Hat Enterprise, SUSE Linux Server, or CentOS.  
 
The unit will start by covering the basic tasks of installing and managing a Linux Server and 
will then move to more advanced features such as web services and network directory 
infrastructures. Most of the theoretical aspects of the services covered in this unit have 
already been covered at Level 5 and the unit is designed to have a significant element of 
hands-on lab-oriented activities.  
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Plan and deploy a Linux Server 
2. Deploy, manage, and monitor essential system services 
3. Implement secure network services 
4. Setup system security in Linux 
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ITRSH-506-2101 Research Design 1 
 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
The purpose of this unit is to give the learner the necessary skills to start researching in an 
area of personal interest yet also of relevance to the area of studies and to the benefit of 
the local/regional community. This module differentiates itself from the rest in the manner 
that the criteria focus on how research is to be performed, whilst it is the learner who will 
determine the subject area and tools to be utilized to build the prototype necessary.  
 
Therefore, this unit requires the learner to identity a theme such as the study of beach 
deterioration in local beaches, then through guidance, determine the sources of data 
(Satellite imagery) and tools needed to conduct such research. Every other learner will 
focus on areas that are either of personal interest, subject areas communicated by other 
researchers (potential future mentors), topics of funded projects, or recommendations by 
various parties such as key external partners. This unit will give a structure to how research 
is conducted in a scientific manner, following industry standards and common practice.  
 
The fundamental objective of this unit is to introduce the learner to hypothesis testing. 
Therefore, after a theme is selected, a hypothesis needs to be formulated together with 
research questions. A research pipeline highlighting the methods to be used in order to 
address the research questions follows. A preliminary literature review will be undertaken 
by the researcher in order to familiarize themselves with the current state of the art and 
to justify key decisions made in their individual research.  
The learner is expected to work on a proof-of-concept, prototype or working solution in 
order to gather the necessary data from research experiments so to be able to argue and 
answer the set research questions. Upon analysis and reflection, the learner should be in a 
position to understand what a scientific research process is, what is expected of him/her 
from a dissertation.  
 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

1. Formulate a research hypothesis and research methodology. 
2. Evaluate, after research, the current state of the art.  
3. Evaluate project outcomes critically. 
4. Report project outcomes and recommendations within a structured framework. 
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CDWBL-506-1901 Work Based Learning I 

Unit level (MQF):  5 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description  

The aim of this unit is to provide learners reading a degree at MCAST with the 

opportunity for work-based learning (WBL) with a registered MCAST partner. WBL 

provides learners with real-life work experiences where they can apply academic and 

technical skills and develop their employability. Work-based learning deliberately 

merges theory with practice and acknowledges the intersection of explicit and tacit 

forms of knowing. 

Learners will be doing this unit in the summer of their first year and they will have a 

follow up unit in the summer of their second year so as to provide them with experience 

as their knowledge of the subject increases. This will enable them to develop 

holistically in the area they have chosen enabling them to enter the world of work fully 

prepared and with experience to show in the sector they have chosen.  This unit will 

assist learners in preparing themselves to take responsibility for their own learning in 

the workplace and to develop the necessary confidence and attitudes to carry out tasks 

responsibly in real life work situations. Learners are able to gain practical, hands on 

experience in their chosen field of study whilst producing a work based learning 

portfolio and journal demonstrating their achievements and learning experiences. 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 
1. Evaluate the relationship between theory, college practice and their application 

and development in a real world work-based activity. 

2. Evaluate critically own performance and learning experiences at the place of work 

through a reflective journal. 

3. Set SMART objectives for own improvement following the reflective exercise. 

4. Develop an action plan for personal and professional development to reach set 

objectives. 
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ITNET-606-2010 Wireless Networks 

 

Unit level (MQF):  6 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
This unit introduces learners to the modern technology involved with commercial 
wireless networks.  
 
In today’s industry, the flexibility of wireless technologies is essential. This unit will 
enhance the learners’ knowledge, skills and confidence to design, configure implement 
and support wireless Local Area Networks in a small to medium sized business.  
 
The unit will introduce the characteristics of a Wireless Local Area Network and also 
various technologies developed to enhance wireless communications.  
 
Knowledge and implementation of security features is essential for an efficient and 
effective wireless network.  
 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 

1. Describe the characteristics of Wireless LANs 
2. Describe wireless radio technology concepts 
3. Configure a small wireless network 
4. Implement wireless network security 
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ITNET-606-1610 Multimedia Networks 
 

Unit level (MQF):  6 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
Today's networks have changed significantly from those of the past. Whereas, 
traditionally, computer networks only dealt with simple data, today's networks are 
being used in a converged way to transport data, voice and video.  
 
The requirements of multimedia applications are significantly different from other 
applications. Traditional parameters that were allowed in traditional networks such as 
latency and delay are significantly less tolerated in multimedia networks.  
 
The aim of this unit is to provide learners with a thorough understanding of how 
multimedia content is prepared for transmission over a computer network. Learners 
will also be exposed to the technical challenges pertaining to the implementation of IP 
PBX and video streaming services. Implementation strategies for enterprise and service 
providers shall be considered. 
 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 
1. Explain how multimedia content is prepared for transmission over a computer 
network  

2. Examine protocols used in multimedia networks  

3. Assess the impact of quality of service implementation in multimedia networks  

4. Plan and deploy multimedia services over a network  
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ITNET-606-1611 Software Defined Networks 

 

Unit level (MQF):  6 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
Software has enabled the customisation of devices that previously had a fixed 
configuration set at manufacturing stage. Through software, the operation of a device 
can evolve during its use to cater for the operational requirements. 
 
The Open Networking Foundation (ONF) defines a Software-Defined Network (SDN) as 
“the physical separation of the network control plane from the forwarding plane, and 
where a control plane controls several devices”. This enables an organisation’s network 
architecture to be more responsive to its needs by having direct programmatic control 
over the operation of the network. 
 
This unit delves into the detail of OpenFlow – the core SDN protocol. Learns shall be 
exposed to the technical details of this protocol along with the interaction between 
network devices and the controller. 
 
The focus of this unit is on the practical aspects of SDN. For this reason, various real-
world case studies shall be explored. Practical exercises using virtual environments and 
controllers are core elements. 
 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 
 
1. Explain the fundamentals of software-defined networks  

2. Describe the operation of the OpenFlow protocol  

3. Implement a software-defined network  

4. Analyse a software-defined network implementation  
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ITDVP-606-2101 Devops 
 

Unit level (MQF):  6 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
DevOps is the practice of combining the software development process with IT 
operations. Whereas in the past, people working in these two sectors were considered 
disjoint, with the emergence of DevOps these are now working together with the 
ultimate goal of delivering good quality software, through Agile methodologies. 
 
This unit is intended for learners aspiring to work in IT operations. It exposes them to 
the principles of DevOps and how to work along with software developers to take a 
system to production. 
 
This unit specification is technology independent and the lecturer is to use own 
professional judgement to choose the most appropriate solutions. 
 

Learning Outcomes  
 
On completion of this unit the learner will be able to: 
 
 

1. Implement a version control system within a DevOps environment. 

2. Create production ready containers. 

3. Use a container orchestration system to manage containers. 

4. Implement a continuous integration / continuous deployment pipeline. 
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ITNET-606-1613 Wide Area Networks II 
 

Unit level (MQF):  6 

 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
The purpose of this unit is to provide learners with an in-depth knowledge and 
understanding of WAN technologies, by being exposed to underlying principles and best 
practices typically implemented in real-life setups. 
 
This unit is a continuation from the previous unit “WAN”, where students should have 
already attained a level of understanding on the fundamentals of WAN technologies 
typically implemented by Internet Service Providers. 
 
The first part of this unit will be specifically focused on layer 2 and layer 3 protocols 
with relevance to the OSI model, implemented in WAN setups. Some of the protocols 
which shall be covered are: PPP, HDLC and Frame Relay for layer2, BGP and Layer 3 
MPLS for Layer 3. 
 
Moreover, learners will also start to familiarise themselves with common WAN best 
practices, which are currently being applied in the IT industry; particularly DUAL WAN 
setups, VPNs, Firewalls and Intrusion Prevention Systems. 
 
After having covered these deliverables, the last part of the unit will be specifically 
focused on the monitoring aspect, which is in-line to what organisations typically 
implement to give them detailed analysis of how their WAN link is being utilized. 
 
In order to fulfil these deliverables, learners are expected to familiarise themselves 
with actual physical equipment and specific software to offer a simulated testing 
environment for adequate hands-on experience. 
 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 
1. Understand and apply in practice, layer 2 and layer 3 protocols typically implemented 

in WANs.  
2. Implement and configure Dual WAN Setups.  
3. Implement and configure Virtual Private Networks (VPNs).  
4. Implement security best practices by adhering to firewalling techniques and Intrusion 

Prevention Systems.  
5. Monitor WAN traffic utilization via network monitoring tools.  
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ITNET-606-1614 Cloud Infrastructure 
 

Unit level (MQF):  6 

 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 “Cloud computing is a model for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction.”  
—The NIST Definition of Cloud Computing, National Institute of Standards and 
Technology  
 
More and more organizations are deciding to deploy services to a cloud service rather 
than hosting themselves due to the flexibility and benefits provided. The aim of this 
unit is to introduce learners to the enterprise features provided by cloud service 
providers such as AWS, Azure and Google.  
 
Since this unit is targeted to learners studying computer systems and networks, its focus 
will be on the infrastructure side of cloud computing. Hence learners will be exploring 
various hardware and software elements that are important to support the computing 
requirements of a cloud based computing approach. Furthermore This includes 
deployment of virtual machine instances, network configuration, high-availability and 
security.  
 
Special focus on cost considerations will be made. This is extremely important in view 
of the complex pricing structures used by cloud service providers.  
Deployment of cloud based services using a private cloud shall also be considered. This 
includes technical analysis of the underlying infrastructure required to deploy such 
services. 
 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 
1. Explain the concepts of cloud computing  
2. Use compute and storage services in the cloud  
3. Apply the appropriate measures to secure services deployed in the cloud  
4. Design and implement advanced cloud services 
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ITRSH-606-2102 Research Design 2 
 

Unit level (MQF):  6 

 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
The main focus of Research Design II unit is to help learners gain a more in-depth 
understanding of research design in ICT, thereby, enabling them to evaluate the 
different ways in which research may be conducted and to choose the approaches that 
most suit their goals based on already published research and academic theories. 
 
Amongst the most important topics to be covered are the analysis of a hypothesis to 
better define the scope of a research and to clarify the aim and objectives of a research 
in view of an applied problem in a specific domain. Knowledge of different research 
approaches and testing strategies is also paramount; this will lead to the selection and 
justification of the most appropriate approaches/strategies for the chosen research 
based on sound academic theories and past research published through conference 
proceedings and journal articles. Such knowledge will provide the learners with the 
necessary know-how to present data gathered from results in a manner that is clear 
and effective for inferring patterns and developing sound and unbiased conclusions with 
regards to their hypothesis. Critical reflection upon decisions taken throughout the 
research journey, especially with regards to the chosen research approach, 
methodology and testing strategies is also an important aspect of this unit for evaluating 
one’s own research in the light of future improvements. 
 
The delivery of the unit should also capitalize on the opportunity to foster a 
collaborative research environment between learners where they can discuss their 
research ideas with each other, as peers, and provide constructive 
criticism/suggestions on how a research idea/approach can be improved. Sharing of 
knowledge, ideas, opinions and academic resources for carrying out such research is to 
be encouraged and viewed as an integral part of healthy academic discussion and 
knowledge sharing. 
 
Proper presentation of the learner’s own work carried out during research is also an 
important part of the unit; tools that support the management of references and the 
formatting of scientific documents to adhere to well known, pre-defined formats 
suitable for submission of papers for conference proceedings or articles in scientific 
journals will be explored. 
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Learning Outcomes  
 
On completion of this unit the learner will be able to: 
 
1. Propose the most suitable methodology for a chosen research. 
2. Analyse testing strategies used for validating a hypothesis. 
3. Analyse collected data to arrive to findings and conclusions for a chosen research 
4. Produce scientific documents using appropriate writing styles, document formats 

and tools. 
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CDWBL-506-1902 Work Based Learning 2 
 

Unit level (MQF):  5 

 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
Work-based learning is an instructional method that provides a direct link between work 

experience and college based learning. A key element in such experiences, is the 

development of critical thinking. The ability to think critically is fundamental and is 

sought after by employers in various sectors. Critical thinkers will approach and solve 

problems methodically rather than by intuition or instinct. Critical thinking is important 

because it helps individuals and teams more effectively diagnose problems and identify 

possible solutions that aren’t entirely obvious at first. WBL exposes learners to real 

world environments in order to promote and develop critical thinking. Apprentices, 

particularly at degree level, are also expected to take initiative and propose solutions 

to different problems that are faced day to day in various workplace settings. Through 

their apprenticeship experience, learners are expected to develop strong problem 

solving skills and use particular incidents as learning opportunities  

Learning Outcomes  
 
On completion of this unit the learner will be able to: 
 

1. Examine the significance of critical thinking in degree apprenticeships. 

2. Discuss the role of critical reflection within an experiential learning cycle. 

3. Apply the IDEALS approach to effective thinking and problem solving. 

4. Evaluate critical incidents and compile a critical incident journal. 
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ITSFT-606-1620 Programming for the Cloud 
 

Unit level (MQF):  6 

 
 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
 
This subject will add on to the concept of cloud computing. The unit will introduce the 
motivating factors, benefits, challenges and the service models i.e., software-as-a-
service, platform-as-a-service and infrastructure-as-a-service. Moreover, the unit will 
provide the learner hands-on experience with the commonly found tools within the 
cloud infrastructure industry such as storage technologies, security measures, highly 
elastic scalability in delivery of enterprise applications and software as a service (SaaS), 
caching techniques, and different hosting options. 
 
Practical sessions will be the basis for this unit where a number of technologies will be 
explored, compared, analysed and then selected to be used within a much larger 
project to make use of the discussed advantages they will bring about in today’s 
applications. 
 
Moreover, the students taking this unit will be provided with a cloud account were they 
will undertake the task to configure the necessary settings to make use such mentioned 
technologies. In the end their work should be deployed on this cloud account. 
 

Learning Outcomes  

 
On completion of this unit the learner will be able to: 
 

 
1. Describe the main concepts and benefits behind Cloud Computing.  
2. Use Cloud Storage solutions to store structured and large data.  
3. Use other services provided by the Cloud services provider.  

4. Use Cloud services available to host and consume web applications, APIs or 

other services. 
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ITNET-506-2101 Advanced Scripting Technologies 
 
Unit level (MQF):  5 

 

Credits: 6 
__________________________________________________________________ 
 

Unit Description 
 
The purpose of this unit is to give students an insight on advanced usages of a scripting 

language suitable for the networking domain. Traditionally, network engineers have 

focused more on the hardware and server management skills, however with current and 

emerging technologies such as cloud infrastructures, SDN’s and SD-WAN’s, the demand 

for network engineers with soft skills is on the increase. The structure of the unit 

assumes that students have already gained basic skills in a scripting language in previous 

modules and such skills will be used to further develop their knowledge from the 

software side. 

This unit covers topics such as introduction to object oriented paradigms, designing a 

simple web application, connecting web applications to a database and an introduction 

to REST API’s using a modern scripting language such as Python. 

The unit will cover the theoretical aspects, however weight will be given to a hands-on 

practical approach were the topics will be introduced through a number of projects 

with a flavour the networking domain. 

Learning Outcomes  

On completion of this unit the learner will be able to: 
 
1. Build scripts that make use of object-oriented paradigms. 

2. Interact with Databases. 

3. Make use of a web framework. 

4. Design solutions based on REST API’s. 

 

 

 

For further information, please contact us on information@mcast.edu.mt 

 


